
 

 

Communicating Security – The Role of Media: A Journalistic Perspective 

 

Byron Acohido, USA Today 

Scott Berinato, CIO/CSO Magazines 

Brian Grow, BusinessWeek 

Ryan Naraine, ZDNet Magazine 

Dennis G. Fisher, TechTarget 

Eric Johnson, Dartmouth College (moderator) 

 

Over the past year, the steady drumbeat of reported breaches has escalated into a hail storm of media 

attention. From mainstream mass publications to the trade press, the number of stories and the depth of 

coverage on security have ballooned as the media seeks to shed light on the shadowy, evolving threat 

landscape. While stories about “hackers” and “breaches” have captured the public‟s imagination, trying to 

move to a more nuanced discussion has been challenging. In this panel, journalists from a variety of national 

publications and websites will discuss the role of the media in communicating cyber threats. We will examine 

important questions including: 

 

 How has the cyber security story evolved over the past years? 

 What are the challenges of communicating problems that involve both technical and behavioral 

elements? 

 Can or should the media move beyond the shock factor of large failures, like the Jerome Kerviel story 

(January 2008 Société Générale trading loss), to the underlying drivers of such failures? 

 How to research and write credible stories on internal corporate failures or crimes like whaling (where 

the targets are corporate executives) when: a) organizations see no benefit in any coverage and often 

don‟t report losses; b) organized crime is thought to be the perpetrator; and c) many of the targets are 

loathe to discuss their gullibility with the press? 

 Can cyber journalists really verify the truth behind international cyber espionage and warfare? What 

are journalists‟ responsibilities in the trade-off between informing the public vs. protecting national 

security? Who makes these decisions? 

 How should editors address challenges of tracking and developing journalistic expertise in a rapidly 

evolving field, where nuances matter, technical jargon rules and the terminology and concepts can be 

difficult to master?  

 

 



 

 

CISO Perspective – Evaluating and Communicating Information Risk 

 

Russ Pierce, Chief Security Architect, CVS Caremark 

Phil Venables, Managing Director and Chief Information Risk Officer, Goldman Sachs 

Kavitha Venkita, Practice Manager, IT Practice, Corporate Executive Board 

Eric Johnson, Dartmouth College (moderator) 

 

While security professionals have long talked about risk, moving an organization from a “security” mindset to 

one that thoughtfully considers information risk is a challenge. Managing information risk means building risk 

analysis into every business decision. In this panel, we will discuss how CISOs are working to move the 

conversation from security towards information risk. In particular, we will address questions about risk 

categorization, communication, and measurement such as: 

 

 How does your organization view risk to information? What is the difference between “security 

management” and “risk management? 

 While there is an endless parade of new threats, what are the risks within your organization that worry 

you the most? 

 How do you build a process to evaluate and rank the evolving risk? Can these risks be measured in 

way that the organization understands? 

 How do you communicate risk throughout the organization? What has worked and what has failed? 

 

 

 



 

 

Cybercrime Panel – Investigating and Prosecuting Cybercrime 

 

Kathryn Warma, Assistant U.S. Attorney, Washington 

Jim Burrell, Assistant Special Agent in Charge, Boston, FBI  

Lucy H. Carrillo, Assistant Attorney General, New Hampshire Criminal Justice Bureau 

William Cantwell, New Hampshire State Police 

Eric Goetz, I3P (moderator) 

 

This panel brings together state and federal law enforcement officials to discuss cybercrime investigations 

and the challenges posed by prosecuting these offenses. The panel will present a variety of unique 

perspectives all the way through the law enforcement chain from collecting evidence to convicting cyber 

criminals. The panel will analyze emerging cybercrime trends in an environment where cyber attacks are 

increasingly perpetrated by professional criminals with a profit motive. Panelists will discuss how cybercrime 

cases actually unfold, how law enforcement officials interface with industry and other federal, state and local 

agencies, and how they navigate the maze of jurisdictions. The panel will discuss the following questions:  

 

 Who has jurisdiction over what in cybercrime investigations? How do jurisdictional problems impede 

investigations? How does law enforcement overcome these challenges in practice? 

 How do local, state and federal agencies work together on cybercrime investigations? How and when 

do they start working with prosecutors to build a case?  

 How does it affect jurisdiction if attacks on U.S. systems are routed through machines in other 

countries? 

 What special challenges do cybercrimes pose for law enforcement officials and prosecutors 

compared to „conventional‟ crimes? Does this require specialized knowledge and skills? 

 Are companies regularly reporting cybercrime activities and attacks? If not, why are they reluctant?  

 Are companies developing capabilities/structures to coordinate with law enforcement on cybercrime 

investigations? Who at a firm do law enforcement officials interface with? 

 How are companies preparing for cyber attacks? 

 Are you seeing changing trends in cybercrime (i.e., professionalization of cybercrime activities)? What 

are the latest schemes you are seeing? 

 How are cyber criminals utilizing the latest technologies? Is this changing the nature of cybercrime 

and posing new challenges for law enforcement (e.g., how to deal with crimes in virtual worlds)?  

 From your experience how would you articulate the business case for the cybercriminal? What can be 

done do to ensure that cybercrime does not pay? Which parameters can we change so that the 

cybercrime equation is less appealing?  

 


