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Abstract. Information-security engineers provide some countermeasures so that attacks will fail.
This is vulnerability reduction. In addition, they provide other countermeasures so that attacks
will not occur. This is threat reduction. Users wish to know how significant these reductions are.
One possible approach to the problem of understanding the significance is to ask how the optimal
investment strategy for information security is influenced by the reductions. This paper takes that
approach by introducing a productivity space of information security. In the same manner as in
the Gordon-Loeb model where nothing but the vulnerability reduction is considered, I suppose a
productivity of information security characterizes an economic effect of information-security invest-
ment. In particular, I consider a productivity regarding threat reduction as well as a productivity
regarding vulnerability reduction, and investigate a two-dimensional space formed by the two pro-
ductivities. The main focus in the investigation is on the behavior of the optimal investment in
information security in the two-dimensional productivity space. In terms of the behavior, the pro-
ductivity space is divided into three areas: the no-investment area where both the productivities
are low, the mid-vulnerability intensive area where the vulnerability-reduction productivity is high
but the threat-reduction productivity is low, and the high-vulnerability intensive area where the
threat-reduction productivity is high. The other implications of the model include the importance
of public-policy issues regarding investment incentives in the situation where the threat-reduction
productivity is low; even outside the no-investment area, when the threat-reduction productivity
is below a certain threshold, an increase of productivity could raise the amount of the optimal
investment.

1 Introduction

Although security technologies have made great progress in past decades, there are arguments that the
security level has scarcely been improved [1]. If there is an algorithm to solve this problem, what we need
will be progress in administration'. As long as it is hard to find such an algorithm, we need progress
in management and evaluation on information security. When one seeks for insights in depth in this
direction, economics is helpful [2].

Management and evaluation on information security is a bridge between security engineering and
society. On the engineering’s side, engineers provide some technologies so that attacks will fail. This is
vulnerability reduction. In addition, they provide other technologies so that attacks will not occur. This
is threat reduction. We can see the same two reductions also when we consider countermeasures that
are not purely technological. On the society’s side, users wish to know how significant these reductions
are. This paper constructs a simple analytical bridge between the two sides by introducing a productivity
space of information security.

The first thing to do is to review how the vulnerability reduction and the threat reduction have been
studied in the economics of information security so far. Sect.2 provides that review. We then go on to
Sect. 3 where a productivity space of information security is introduced in the context of extending an
existing optimal investment model for information security?. After implications and limitations of the
extended model are mentioned in Sect. 4, concluding remarks are given in Sect. 5.

1 According to Needham, “Management is that for which there is no algorithm. Where there is an algorithm, it’s
administration.” [2]

2 The basic concept of the productivity space and relevant theorems will be summarized in the author’s short
contribution to an honorary volume for a retiring professor, but detailed implications will not be given there.
According to the volume editors, the honorary volume welcomes such summaries of the contributors’ past or
on-going works.



2 The Two Reductions

2.1 Vulnerability Reduction

To inspire managers to information-security risk management, some studies documented the status of
information security and potential losses due to security breaches[3],[4], and others showed the return
on security investment to convince managers of the benefits of security efforts[5]—[7]. More importantly,
managers should know how to appropriately invest in countermeasures to defend against security incidents
effectively and efficiently. Some researches use figures and rankings to identify the actual threats and
currently available countermeasures[1], [3]. Others provide security management methods and generally
prove the efficiency of their methods by conducting a case study in a company or other organizations [8]—
[11]. In these qualitative models and heuristic approaches, it is difficult to find a vulnerability-reduction
model that is rich in implications.

On the other hand, quantitative models and analytical approaches are relatively fewer, but the most
seminal model proposed by Gordon and Loeb [12] has some empirical supports[13],[14]. The essence of
the Gordon-Loeb model (GL model, hereafter) is in its formalization regarding the effect of vulnerability
reduction. This formalization is extensively helpful in discussing information-sharing and the free-rider
problem of information security [15].

Let us consider a one-period economic model of a firm contemplating the additional security efforts to
protect a given information set. The information set is characterized by the following three parameters:

A @ the monetary loss conditioned on a breach occurring. It is assumed that A is a fixed amount as
estimated by the firm (for simplicity) and that A is finite and less than some very large number (so
that we can assume risk-neutrality3).

t : the threat probability, defined as the probability of a threat occurring. For notational simplicity, they
define the potential loss L as L = tA. Since t is a probability, 0 < ¢ < 1.

v :the vulnerability, defined as the conditional probability that a threat once realized would be successful.
Since v is a probability, 0 < v < 1.

Let z > 0 denote the monetary investment in information security to protect the given information
set, measured in the same units (e.g., yen) used to measure the potential loss L. In the GL model, they
let S(z,v) denote the probability that the information set will be breached, conditional on the realization
of a threat and given that the firm has made an investment of z. S(z,v) is called the security breach
probability function (SBP function for short, hereafter). Some classes of functions have been discussed
as candidates for the SBP function, and the class of the highest interest among researchers so far is:

S(z,v) = v *t (1)

where the parameter a > 0 is a measure of the productivity of information security regarding vulnerability
reduction. The aforementioned interest comes from the fact that this class of SBP function, called the
class-II SBP function, has empirical supports[13],[14] and from its implication of an intuitively easy-to-
accept strategy: managers allocating an information security budget should normally focus on information
which falls into the midrange of vulnerability.

This strategy was derived by solving the maximization problem of ENBIS (Expected Net Benefits
from an investment in Information Security):

ENBIS(z) = {v— S(z,v)} L —z — max. (2)

In summary, the GL model tells that the economic benefit from the information-security investment
originates from the reduction of the vulnerability from v to S(z,v).

3 If someone is risk-neutral, it means that they are indifferent to investments that have the same expected value,
even though the investments may have varying amounts of risk. By contrast, if someone is risk-averse, it means
that they would require a higher expected value for an investment with a higher risk.



2.2 Threat Reduction

There are some security technologies that do not reduce vulnerabilities and yet are expected to have
other practical effects. A good example is deterrents to Denial-of-Service (DoS) attacks against handshake
protocols. One well-known deterrent is a Proof-of-Work (POW) mechanism in which protocol initiators
must demonstrate that they have expended processing cost in solving a cryptographic puzzle [16]-[18].
This cost for one execution of the protocol must avoid being prohibitively high because not only DoS
attackers but also legitimate users must expend it.

A more traditional POW mechanism is a tool to combat against junk e-mails[19]. In the context of
this POW, there have been some economic debates. The point is whether a system with the POW is
accepted by users (non-spammers) or not. The answer is not trivial because the extra cost by the POW
depends on the statistics of actual traffic and so on.

In 2004, Laurie and Clayton [20] showed that it is not possible to discourage spammers by means of a
POW system with keeping an acceptable impact on legitimate users. Their study is based on an economic
estimation of the cost of each POW processing, and on a real-world data from a large ISP. Two years
later, Liu and Camp [21] showed that POW can work when combined with proper reputation systems. In
this series of debate, their interests have been not in the formalization of the effect of the threat reduction
but in the numerical estimation of the users’ incentive reduction accompanied and how to interpret the
estimation results.

3 Productivity Space of Information Security

3.1 Threat-Reduction Productivity

As included in the concluding comments of [12], extension of the GL model is recommendable to study
dynamic issues. So let us consider an extension toward the formalization of the effect of the threat
reduction.

In particular, let us assume that the information-security investment z can reduce the threat proba-
bility and that the reduction depends only on the investment z and the current level of threat probability
t. So let T'(z,t) denote the probability that a threat occurring, given that the firm has made an invest-
ment of z. Let us call T'(z,¢) the security threat probability function (STP function for short, hereafter).
In this extended model, our investment strategy should be discussed by solving the following ENBIS
maximization problem:

ENBIS(z) = vtA — S(z,v)T(z,t)\ — 2z — max. (3)

By analogy with the empirically-supported class of SBP function, the remainder of this article con-
siders

T(z,t) = tP**! (4)

where the parameter 8 > 0 is a measure of the productivity of information security regarding threat
reduction. We call « the vulnerability-reduction productivity and g the threat-reduction productivity.
The case of 3 = 0 corresponds to the original GL model.

The features of the above class of STP function include the followings:

1. T(2,0) = 0 for all z. That is, if the information set is completely free from a threat, then it will
remain perfectly safe for any amount of information-security investment, including a zero investment.

2. For all ¢, T'(0,¢) = ¢. That is, if there is no investment in information security, the threat probability
is that inherent to the given information set’s environment.

3. For all t € (0,1), and for all z, we have T.(z,t) < 0 and T,.(z,t) > 0, where T, denotes the
partial derivative of T" with respect to z and 7. denotes the partial derivative of T. with respect to
z. That is, as the information-security investment increases, the environment gets safer due to the
discouragement to attackers, but at a decreasing rate.

4. For all t € [0,1), T'(z,t) — 0 (¢ — o0). That is, by investing sufficiently in information security,
the threat probability can be made to be arbitrarily close to zero unless the threat is inevitable (i.e.
t=1).



3.2 Optimal Investment

Let z* denote the optimal investment as the solution to (3). When we use (1) and (4) in (3), the optimum
is characterized by the first-order condition:

—a(Inv)** 1PN — g(Int)v= TP FiN =1 (5)

where the left hand side of (5) represents the marginal benefits from the investment and the right hand
side of (5) represents the marginal costs of the investment. However, we must note that the optimal level
of investment z* equals zero if the marginal benefits at z = 0 are less than or equal to the marginal costs
of such investment. This condition can be rewritten as:

Int 1
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v+ — >0. (6)
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When F(v) < 0, from (5), we have

. In {—1/ (Ut/\ln(v“tﬂ))} _ In 7vL{o<(ln17)+ﬂ(lnt)}
- In(vetP) ~ a(lnv) + B(nt)

3.3 Productivity Space

Let us investigate how the optimal level of investment z* behaves for different values of the productivities
a and S of information security. To see this, knowing the characteristics of the function F'(v) is helpful.
First, since F(v) = 2+ (v — 40), we find 2* — 0 when v — +0.
Second, we have its derivative as

F'(U):%%—lnv—kl. (8)

So by letting vy = e~' =B/ we have F'(v) = 0 < v = vy. Paying attention to the fact F"'(v) =
1/v > 0 and the equivalence

a(lnal — 1)

Flv) = — —e 1700/ > 06 g < ———

: (9)
we can see the following breakdown is helpful in the investigation*.

(Case I) When F(vy) > 05
To help the observation in the a-3 plane, this condition can be rewritten as 3 <
Since F'(v) > F(vp) > 0, (6) holds and hence z* = 0.
(Case IT) When F(vg) < 03
Likewise, this condition can be rewritten as 3 >
From F(vo) = - — v < 0, we have vp > L.
(Case II-A) When —> > 1 in addition to the condition of Case II;
This additional condition can be rewritten as a < 1/L.
From o < 1/L and v > ﬁ, we have vy > 1.
Therefore, the minimum of F(v) is F(1) = m;t + L.
(Case II-A-1) When 8 < —1/(LInt) in addition to the condition of Case II-A;
Since F'(v) > F(1) > 0, (6) holds and hence z* = 0.
(Case II-A-2) When 3 > —1/(LInt) in addition to the condition of Case II-A;
Since F'(1) < 0, there exists V4 € (0, 1) such that
— For the region 0 < v < V1, (6) holds and hence z* = 0.
— For the region V; < v < 1, (6) does not hold and hence z* > 0 is given by (7).
(Case II-B) When a > 1/L in addition to the condition of Case II;

Paying attention to vg > 1 < 8 > —a/Int, we divide this case into the following subcases.

a(lnaL—1)
Int -

a(lnaL—1)
Int :

4 The mathematical details are not appended at the end of the paper but shown here in line so that readers can
follow the case-breakdown smoothly.



(Case II-B-1) When § > —a/Int in addition to the condition of Case II-B;
vo > 1 and therefore the minimum of F'(v) is F(1) = % + .

Since a > 1/L, we have 3 + ﬁ > B+ 7 > 0, and hence

1 Wt 1
=4+ =0 (10)

F(1)<_Llnt. « alL

Therefore, there exists V7 € (0,1) such that
— For the region 0 < v < V1, (6) holds and hence z* = 0.
— For the region V; < v <1, (6) does not hold and hence z* > 0 is given by (7).
(Case II-B-2) When § < —a/Int in addition to the condition of Case II-B;
Since vy < 1, the minimum of F'(v) is F(vg) < 0. So paying attention to F(1) =
we find the following.
(Case 1I-B-2-a) When F(1) > 0 in addition to the condition of Case II-B-2;
B < —1/(L1Int) since F(1) > 0.
There exist V] and V5 such that 0 < V; < V5 <1 and
— For the regions 0 < v < V5 and Vo < v < 1, (6) holds and hence z* = 0.
— For the region V; < v < Vs, (6) does not hold and hence z* > 0 is given by (7).
(Case 1I-B-2-b) When F(1) <0 in addition to the condition of Case II-B-2;
B> —1/(L1Int) since F(1) <O0.
There exists V7 such that 0 < V] < vy < 1 and
— For the region 0 < v < V1, (6) holds and hence z* = 0.
— For the region V; < v <1, (6) does not hold and hence z* > 0 is given by (7).

The cases investigated above can be recognized as illustrated in Fig. 1.
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Fig. 1. Productivity space of information security, divided into three areas of different colors: the lower left area
composed of Case I and Case II-A-1 is a no-investment area, the lower right area composed of Case II-B-2-a is
a mid-vulnerability intensive area, and the upper large area composed of Case II-A-2, Case II-B-1, and Case II-
B-2-b is a high-vulnerability intensive area. The situation studied by the class-II SBP function in the original
Gordon-Loeb model is included in the mid-vulnerability intensive area, on the horizontal axis.



The lower left area composed of Case I and Case II-A-1 is a no-investment area; the optimal investment
z* equals zero regardless of the vulnerability v. A numerical example in this area is given in Fig.2. The
curve
—avlnv — fvint

is shown in Fig. 2 so that one can see whether (6) holds or not at a glance; (6) is equivalent to
1
—avlnv—ﬁvlntﬁz. (11)

The lower right area composed of Case II-B-2-a is a mid-vulnerability intensive area; the optimal
investment z* equals zero for low (v < V1) and high (v > V5) vulnerabilities whereas the investment occurs
O z* > 00 intensively for the midrange (Vi < v < V) vulnerabilities. For these midrange vulnerabilities,
the curve exceeds 1/L (that is, (6) does not hold), and hence the optimal investment is given by (7).
In particular, the a-axis in this region (that is, the case when 8 = 0 and « > e/L) corresponds to the
situation well-discussed by Gordon and Loeb [12]. A numerical example in this area is given in Fig. 3.

The upper large area composed of Case II-A-2, Case II-B-1, and Case II-B-2-b is a high-vulnerability
intensive area; the optimal investment z* equals zero for low (v < V) vulnerabilities whereas the invest-
ment occurs 0 z* > 00 for higher (v > V) vulnerabilities. A numerical example in this area is given in
Fig. 4. The feature shown here is similar to that of the SBP function of class I in [12]; a firm can be better
off concentrating its security resources on high-vulnerability information sets. It is remarkable that this
happens in spite of the same values of the potential loss L and the vulnerability-reduction productivity
a as in [12]. The very high information-security productivity S regarding threat reduction causes this
intensity shift from midrange vulnerabilities to high vulnerabilities.

Optimal investment => 0
[
<= —alpha*v*In(v)-beta*v*In(t)
0
0 1

Vulnerability

Fig. 2. A numerical example of the no-investment area (o = 0.000005, 3 = 0.000001, ¢ = 0.5, A = 800000). The
curve —avlnv — Bvlnt (its values are labeled on the left vertical axis) as well as the optimal investment (labeled
on the right vertical axis) is shown so that one can see whether (6) holds or not at a glance. In this numerical
example, the curve never exceeds 1/L regardless of the value of the vulnerability. This means (6) holds for any
v € (0,1], and hence the optimal investment is given by z* = 0. Intuitively, both the productivities are too low
and there is no incentive for information security. It should be noted that this happens for the same potential loss
L as in the page 449 of [12] and the vulnerability-reduction productivity « about as half as there.



Optimal investment =>
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Fig. 3. A numerical example of the mid-vulnerability intensive area (a0 = 0.00001, 8 = 0.000001, ¢ = 0.5,
A = 800000). In the same way as in [12], this shows an intuitively easy-to-accept strategy: managers allocating an
information security budget should normally focus on information which falls into the midrange of vulnerability.

Our next interest is in the effects of productivity improvement on the optimal investment z* when
z* > 0. To investigate this, by elementary calculus, we have

0z* 0z* Blnt e

> > —vl < — — 12
aa_0<:>aﬂ_0<:> vlno < — U—I—aL (12)

from (7). One can observe that replacing L with L/e in (6) yields the inequality of the right hand side of
(12). So based on a similar investigation to that from Case I to Case II-B-2-b, we achieve the following
theorems.

Theorem 1. Suppose the information-security productivities satisfy the condition

(% < a) A (M <B< —e/(Llnt)> .

Int
Then there exist V3 and Vi such that 0 < V3 < V4 <1 and

— For the regions 0 < v < V3 and Vy < v < 1, when the optimal investment z* > 0, z* could increase

as the productivities increase (that is, %—i >0 and %Zﬁ* >0).

— For the region V3 < v < Vi, when the optimal investment z* > 0, z* decreases as the productivities

increase (that is, %—i <0 and ‘98? <0).

Theorem 2. Suppose the information-security productivities satisfy the condition

(=) (s =)y (<A (02 <o )

Then, for any v, when the optimal investment z* > 0, z* could increase as the productivities increase
(that is, %ia >0 and %iﬁ >0).

The numerical example used for Fig. 3 satisfies the condition in Theorem 2.
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Optimal investment 3
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Fig. 4. A numerical example of the high-vulnerability intensive area (o = 0.00001, 8 = 0.00001, ¢t = 0.5, A =
800000). The feature shown here is similar to that of the SBP function of class I in [12]. The meaning of the
vulnerability value V3 will appear in Theorem 3.

Theorem 3. Suppose the threat-reduction productivity satisfies the condition

e
Llnt’

B> -

Then there exists Vs € (0,1) such that

— For the region 0 < v < V3, when the optimal investment z* > 0, z* could increase as the productivities

increase (that is, %i >0 and %Z/g >0).
— For the region V3 < v < 1, when the optimal investment z* > 0, z* decreases as the productivities

increase (that is, %—i <0 and % <0).

The numerical example used for Fig.4 satisfies the condition in Theorem 3, and the parameter V3 is
indicated on the horizontal axis of Fig. 4 for reference.

4 Implications and Limitations

4.1 Different Investment Strategies

We must remember that Gordon and Loeb [12] showed different classes of SBP functions can bring
different investment strategies such as mid-vulnerability intensive one and high-vulnerability intensive
one. By contrast, the formalization of threat reduction in this paper tells us that not only different
classes of functions but also different values of productivities can support different investment strategies.

4.2 Influence of Productivity-Assessment Failures

Let us regard the no-investment strategy as a special case of the mid-vulnerability intensive strategy as
well as of the high-vulnerability intensive strategy. Suppose that we are trying to choose one of the two
strategies, mid- and high-vulnerability intensive strategies, by assessing the productivities of information
security. In the original GL model, we do not have to be afraid of a wrong choice being caused by
assessment failure.

However, in our extended model, a failure in assessing the threat-reduction productivity, 3, can lead us
to a wrong choice. If the actual vulnerability-reduction productivity « is larger than e/L and the actual
threat-reduction productivity 3 is larger than —1/{LIn(¢)}, then an underestimate of the latter such



that 8 < —1/{LIn(¢)} brings a wrong strategy of recommending the focus on midrange vulnerabilities.
Likewise, if the actual vulnerability-reduction productivity « is larger than e/L and the actual threat-
reduction productivity (3 is smaller than —1/{LIn(¢)}, then an overestimate of the latter such that
B > —1/{LIn(t)} brings a wrong strategy of recommending the focus on high vulnerabilities. To our
annoyance, the threshold value —1/{LIn(t)} depends on parameters that are also to be assessed. In light
of this, our future work of empirical studies must be carefully designed.

4.3 Upper Limit of the Optimal Investment

An important implication of the original GL model is the relationship between z*, the optimal level of
security investment, and vt), the loss that would be expected in the absence of any security investment
when the SBP functions belong to two particular classes including the one used in this paper. In the case
of the two classes, called class I and class II, the optimal investment in information security is always less
than or equal to 36.79% (i.e. 1/e) of vtA. Our extended model has the same upper limit of the optimal
investment; from (7), it is elementary to observe that we can use the same proof technique® as the one
used for the class IT SBP function in the GL model.

4.4 Influence of Technology Innovation

When an innovation of information-security technologies happens, we expect that productivities of infor-
mation security are increased. When we discuss the influence of the technology innovation on information-
security investment, we must be careful about our current location in the productivity space of information
security. This is because the location determines the recommended investment strategy (no investment,
mid-vulnerability intensive, or high-vulnerability intensive) and which condition in Theorems 1-3 is sat-
isfied.

Let us look at Fig. 5 that revisits the productivity space with auxiliary dashed lines intended for easier
reading of Theorems 1-3.

T o T
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Case II-A-2}. Case II-B-1
]

> |
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° 1
> |
3 |
—_ I
Q ]
B el -} .
2 o ! .
'g 4 ! > N
= ’ : Case'H-B-2-b
S /; ! AR
o / ! N
IE // : ) AN

—-1/(L*In(t)) : -

Case II-A-1 : I S,

. Case : Case [I-B-2-a
: 1 \
0

e/lL (en2)/L
Vulnerability—reduction productivity
Fig. 5. Productivity space of information security, divided into three areas of different colors: the lower left area
composed of Case I and Case II-A-1 is a no-investment area, the lower right area composed of Case II-B-2-a is a
mid-vulnerability intensive area, and the upper large area composed of Case II-A-2, Case II-B-1, and Case II-B-2-b
is a high-vulnerability intensive area. Auxiliary dashed lines are appended to help easier reading of Theorems 1-3.

® Divide (7) by vL and then let z = —vL {a(Inv) + 3(Int)}.
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Vulnerability

Fig. 6. Another numerical example of the high-vulnerability intensive area (o = 0.00002, 8 = 0.000005, ¢ = 0.5,

A = 800000). Whereas the former example in Fig. 4 satisfies the condition in Theorem 3, this example satisfies the

condition in Theorem 1. For high vulnerabilities such that v > V4, we have %‘i >0 and 6;; >0.

When e/L < o and max{%, —1/(LInt)} < 8 < —e/(L1nt), the point (a, §) is in the high-
vulnerability intensive area. In addition, this situation satisfies the condition of Theorem 1. Suppose that
information-security investment is focused on high vulnerabilities, say, v > V4. Then, from Theorem 1, we
have %—i >0 and %—Zﬁ* > 0. Therefore, when an innovation increases information-security productivities,
the optimal amount of investment could be increased. A numerical example for this situation is shown in
Fig.6

When e/L < a and % < B < —1/(LInt), the point (a,f) is in the mid-vulnerability
intensive area. In addition, this situation satisfies the condition of Theorem 1. Suppose a strategy of
information-security investment focused on midrange vulnerabilities, say, V3 < v < V. Then, from
Theorem 1, we have %i < 0 and %Zﬂ* < 0. Therefore, when an innovation increases information-security
productivities, the optimal amount of investment is decreased.

However, we must be careful whether the strategy above is realistic or not. In fact, if one rather
chooses a strategy of focusing sharply around the maximum of the optimal-investment curve, the focus is
outside the vulnerability range V3 < v < V4 (see an example shown in Fig. 7). The reason is the following.
From (7), we have

o - {% _ W@,(m)} A{a(inv) + B(In 1)} + {In(vL) + In (—a(inv) — B(Int))} - = ;
o {a(Inv) -Fﬁ(lnt)}2 ) (13)

For v € (0,1), due to the fact that /v > 0 and {a(Inv) + B(Int)}> > 0, the sign of (13) is given by the
sign of

_a(lnv) + 4(Int)

G(v) +1+1In(vL) +In(—a(lnv) — (Int)) (14)

Blnt
a

+1+InL+In(—a(lnv) —F(nt)) (15)

This function G(v) is monotonically decreasing for v € (0,1), and G(v) — oo when v — +0. Therefore,
with the help of (12), we can see that

— 1
V5+aL (16)

@ =0 A (-vamvi > 224 )
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Fig. 7. Another numerical example of the mid-vulnerability intensive area (o = 0.00002, 8 = 0.000001, ¢ = 0.5,
A = 800000). Whereas the former example in Fig. 3 satisfies the condition in Theorem 2, this example satisfies the

condition in Theorem 1. For relatively high vulnerabilities such that V4 < v < V», we have %f >0 and %z; > 0.

is a necessary condition for z* to take a maximum at v = Vi such that V3 < V5 < V4 and the point («, 5)
is in the mid-vulnerability intensive area. From G(V5) = 0, we have

B
ta
—a(InVs) — B(Int) = I (17)
Regarding the latter part of the necessary condition (16), since a/Vs > 0, we have
Blnt e e
Vsl - — & —a(l —B(nt) > — 1
VslnVs > V5+aL<:> CK(HVs) 6(n )>LV5 (8)
Using (17) in (18), we have
B
te e
— > 19
el = LVjs (19)
That is,
2
s _ e
te > — 20
> 5 (20)
Since 0 <t <1 tells te <land 0 <V; <1 tells f/—z > 1, the inequality (20) is a contradiction.

When 8 > —e/(L1nt), the point («,3) is in the high-vulnerability intensive area. In addition, this
situation satisfies the condition of Theorem 3. Suppose that information-security investment is focused on
high vulnerabilities, say, v > V3. Then, from Theorem 3, we have %—i < 0 and %Zﬂ* < 0. Therefore, when an
innovation increases information-security productivities, the optimal amount of investment is decreased.
In other words, our location in the productivity space is in a cost-saving region where innovation could
allow us to reduce information-security investment. This situation was visited by Fig. 4.

In the situations that have not been described above, except the no-investment area, the condition
of Theorem 2 is satisfied. So whichever vulnerability range is focused, we have %—i > 0 and %—Z* >0
from Theorem 2. Therefore, when an innovation increases information-security productivities, the optimal
amount of investment could be increased.

Figure8 is described to summarize the observations above. If information-security countermeasures
are poor and both the productivities are low, risk-neutral users would likely find it hard to have good
incentives to information-security efforts. Therefore, in order to enhance the efforts, policy issues regarding
implementation of some other good incentive mechanisms should be considered in such low-productivity

situations. In addition, it should be noted that the white and the light-gray regions stretch out toward
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further right in Fig.8; even when the vulnerability-reduction productivity is high, low productivities
regarding threat reduction could cause a similar need of incentive mechanisms.

—e/(L*In(t))

Threat-reduction productivity

~1/(L*In(t))

0 1L elL (en2)/L
Vulnerability—reduction productivity

Fig. 8. Productivity space of information security, divided into four regions. The first one is a cost-saving region
(painted dark gray in this figure) where the increase of information-security productivities would reduce the
amount of the optimal investment determined by the suggested investment strategy of the model. In the second
region (painted light gray in this figure), the change of the optimal investment in response to productivity increase
would strongly depend on how we interpret the midrange vulnerabilities. In the third region (white in this figure),
the increase of information-security productivities would raise the optimal investment, which could do harm to
incentives to information-security efforts. The final one (black region) is simply the no-investment region where
the optimal investment is zero.

4.5 Tradeoff between Vulnerability Reduction and Threat Reduction

Suppose that a family bought a watchdog. If their house is a little house on the prairie, then the resultant
threat reduction would be discouragement of burgling into the little house only. On the other hand, if
the house is a small one in an densely-populated urban area, then the threat-reduction effect, burglar
discouragement, would reach its neighborhood as well; burglars would hesitate to attack not only the
house where the watchdog is introduced but also other houses nearby.

In the latter case, there will be a clear tradeoff between vulnerability reduction and threat reduction;
if one expects a strong threat reduction on him by other parties’ investment, and if he likewise expects
a strong threat reduction on other parties by his investment, then he may reduce his incentive for the
security investment. Thus, even though the vulnerability reduction is a positive incentive factor, we will
face a tradeoff if we consider the threat reduction as well. Of course, an analysis of free-riding problem
related to this tradeoff will be an interesting research topic.

However, in this article, the proposed model considers the former case (the “little house on the prairie”
model). And hence, the model does not directly address the tradeoff. Although this is a limitation of the
model at present, the author expects that a generalization is possible to study the latter model (the
“Japanese rabbit-hutch house®” model), for example in a similar way to the reformulation[15] of the
original GL model; in [15], they reformulated the original GL model to study the vulnerability reduction
on other parties through information sharing.

5 Small houses densely located in Japanese large cities are sometimes called “rabbit hutches.”
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5 Concluding Remarks

In the context of extending the Gordon-Loeb model, this paper introduced the concept of productivity
space of information security, and investigated the behavior of the optimal information-security investment
there. Security efforts can reduce vulnerabilities. Security efforts can reduce threats. The productivities
regarding these two reductions can be enhanced by research, innovation, well-designed public policies, and
so on. The optimal investment strategies for different vulnerabilities are characterized by a space formed
by these productivities. Although restricted to risk-neutral users and a particular class of functions in
the model, it is suggested that implementation of incentive mechanisms other than those resulting from
the model would be important at least when our location in the productivity space is closer to lower-left
area; as easily acceptable by our intuition, public-policy issues regarding incentive mechanisms would be
more important in the situations of less matured information-security productivities. In addition, even
when the vulnerability-reduction productivity is high, low productivities regarding threat reduction could
cause a similar need of incentive mechanisms. Future studies would include a reformulation of the model
to directly address the tradeoff between vulnerability reduction and threat reduction.
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